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	QUESTION 81

Given the IPv4 address 10.10.100.16, which two addresses are valid IPv4-compatible IPv6 addresses? (Choose two.)

A.    :::A:A:64:10

B.    ::10:10:100:16

C.    0:0:0:0:0:10:10:100:16

D.    0:0:10:10:100:16:0:0:0

Answer: BC

QUESTION 82

What is the size of a point-to-point GRE header, and what is the protocol number at the IP layer?

A.    8 bytes, and protocol number 74

B.    4 bytes, and protocol number 47

C.    2 bytes, and protocol number 71

D.    24 bytes, and protocol number 1

E.    8 bytes, and protocol number 47

Answer: B

QUESTION 83

When implementing WLAN security, what are three benefits of using the TKIP instead of WEP? (Choose three.)

A.    TKIP uses an advanced encryption scheme based on AES.

B.    TKIP provides authentication and integrity checking using CBC-MAC.

C.    TKIP provides per-packet keying and a rekeying mechanism.

D.    TKIP provides message integrity check.

E.    TKIP reduces WEP vulnerabilities by using a different hardware encryption chipset.

F.    TKIP uses a 48-bit initialization vector.

Answer: CDF

QUESTION 84

Which two statements about SHA are correct? (Choose two.)

A.    Five 32-bit variables are applied to the message to produce the 160-bit hash.

B.    The message is split into 64-bit blocks for processing.

C.    The message is split into 512-bit blocks for processing.

D.    SHA-2 and MD5 both consist of four rounds of processing.

Answer: AC

QUESTION 85

Which three statements about IKEv2 are correct? (Choose three.)
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A.    INITIAL_CONTACT is used to synchronize state between peers.

B.    The IKEv2 standard defines a method for fragmenting large messages.

C.    The initial exchanges of IKEv2 consist of IKE_SA_INIT and IKE_AUTH.

D.    Rekeying IKE and child SAs is facilitated by the IKEv2 CREATE_CHILD_SA exchange.

E.    NAT-T is not supported.

F.    Attribute policy push (via the configuration payload) is only supported in REQUEST/REPLY mode.

Answer: ACD

QUESTION 86

Which three statements about LDAP are true? (Choose three.)

A.    LDAP uses UDP port 389 by default.

B.    LDAP is defined in terms of ASN.1 and transmitted using BER.

C.    LDAP is used for accessing X.500 directory services.

D.    An LDAP directory entry is uniquely identified by its DN.

E.    A secure connection via TLS is established via the UseTLS operation.

Answer: BCD

QUESTION 87

Which two EAP methods may be susceptible to offline dictionary attacks? (Choose two.)

A.    EAP-MD5

B.    LEAP

C.    PEAP with MS-CHAPv2

D.    EAP-FAST

Answer: AB

QUESTION 88

Which PKCS is invoked during IKE MM5 and MM6 when digital certificates are used as the authentication method?

A.    PKCS#7

B.    PKCS#10

C.    PKCS#13

D.    PKCS#11

E.    PKCS#3

Answer: A

QUESTION 89

Which mode of operation must be enabled on CSM to support roles such as Network Administrator, Approver, Network Operator,

and Help Desk?

A.    Deployment Mode

B.    Activity Mode

C.    Workflow Mode

D.    User Roles Mode

E.    Administration Mode
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F.    Network Mode

Answer: C

QUESTION 90

Which two ISE Probes would be required to distinguish accurately the difference between an iPad and a MacBook Pro? (Choose

two.)

A.    DHCP or DHCPSPAN

B.    SNMPTRAP

C.    SNMPQUERY

D.    NESSUS

E.    HTTP

F.    DHCP TRAP

Answer: AE
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